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DETAILED ACTION 



1. 



Claims 1-50 have been examined. 



2. 



Responses to Applicant's remarks have been given. 



Specification 



1 . The disclosure is objected to because of the following informalities: grammatical 
error on page 9, line 18, "the superfingerprint may be consist of the set". Appropriate 
correction is required. 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 



Claims 1-50 are rejected under 35 U.S.C. 102(b) as being anticipated by U.S. 
Patent No. 6,170,060 to Mott et aL, hereinafter Mott. 
2. (Original) Regarding claim 1 , Mott teaches a method for creating a 
superfingerprint for identifying a software comprising: 



executing said software at least once (column 3, lines 16-22 and column 
4, lines 22-28); 

in each execution, selecting specified portions of at least one of said 
executing software and of results of executing said software (column 6, 
lines 63-66, column 10, lines 62-67, column 11, lines 1-11 and column 15, 
lines 2-7, 26-39); 



Claim Rejections - 35 USC § 102 



States. 



Application/Control Number: 10/815,985 Page 3 

Art Unit: 2131 

in each execution, performing computations on said selected portions to 
obtain a collection of fingerprints (column 11, lines 33-46, column 12, lines 
19-59, column 13, lines 12-14, 39-41 and column 14, lines 25-49); 
combining said collections of fingerprints found in each execution into the 
superfingerprint of said software according to a combining rule (column 
11, lines 33-46, column 12, lines 19-59, column 13, lines 12-41 and 
column 14, lines 25-34). 

3. (Original) Regarding claim 2, Mott teaches wherein the software is executed a 
plurality of times and the collection of fingerprints obtained during each execution are 
combined together according to the combining rule (column 11, lines 2-1 1 and column 
13, lines 12-14, 54-59). 

4. (Original) Regarding claim 3, Mott teaches wherein the combining rule outputs 
only those fingerprints that are computed in more than a specified number of executions 
(column 12, lines 57-67 and column 13, lines 1-22). 

[Mott states "the private group ID is never sent through any 
communications link or network path, except during installation." This would be 
the specific execution (the installation process). Mott further states that in 
another embodiment the "group assignment process" could "take place sometime 
after group assignments have been downloaded to client system." Thus the 
process is being performed after the initial installation process.] 

5. (Original) Regarding claim 4, Mott teaches wherein the combining rule removes 
from the output those fingerprints that occur in more than a specified number of 
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executions of specified other softwares (column 10, lines 53-58, 61-67, column 11, lines 

1-6, 19-25 and column 16, lines 7-16). 

[Mott states that the downloading can occur "multiple times after an initial 
purchase". Such data that is downloaded can be "digital information files, 
software updates and configuration changes", which can be done 
separately.] 

6. (Original) Regarding claim 5, Mott teaches wherein fingerprints are not removed 
if they belong to a same group of software as said software (column 15, lines 60-67). 

7. (Original) Regarding claim 6, Mott teaches wherein a fingerprint belongs to the 
superfingerprints of several softwares (column 10, lines 62-67, column 1 1 , lines 1-11, 
33-46, 50-53, column 13, lines 7-11 and column 14, lines 24-40). 

[The library server is capable of holding the data (including IDs) of several 
client browsers. By providing its private key, the library server is providing 
a unique identifier to the digital signature that will allow each specific 
browser access (if the verification sequence is correct) to software that is 
preferred to their particular system; not software indicative of other client 
browsers.] 

8. (Original) Regarding claim 7, Mott teaches storing in at least one data structure 
at least one fingerprint and means to identify said several softwares in whose 
superfingerprint said fingerprint is included (column 11, lines 60-67, column 12, lines 1- 
1 1 and column 14, lines 25-40, "library server"). 
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9. (Original) Regarding claim 8, Mott teaches wherein the means to identify is a bit 
vector data structure whose mth bit indicates whether the superfingerprint associated 
with the mth member of said several softwares includes said fingerprint (column 1 1 , 
lines 60-67 and column 12, lines 1-11). 

10. (Original) Regarding claim 9, Mott teaches wherein associated with each said 
fingerprint there are at least two numbers k1 and k2 where k2 is greater than or equal to 
k1 that indicate that the fingerprints of softwares from k1 to k2 of said several softwares 
all include said fingerprint (Figure 12, column 11, lines 60-67, column 12, lines 1-11, 26, 
27, 34-47, 61-64 and column 19, lines 24-29). [If ID "matches" then that means there is 
an equality present.] 

1 1 . (Original) Regarding claim 1 0, Mott teaches wherein said several softwares 
belong to a group of software (column 10, line 44-53 and column 11, lines 13-19). 

12. (Original) Regarding claim 1 1 , Mott teaches wherein the fingerprints of various 
softwares are stored in a data structure to facilitate and accelerate retrieval of 
fingerprints and associated names of software (column 5, lines 32-35, 40-64, column 6, 
lines 63-66, column 7, lines 2-4 and column 8, lines 42-56). [The digital library can be 
considered to be said "data structure".] 

13. (Original) Regarding claim 12, Mott teaches wherein the executing software is 
partitioned into pages, said specified portions are selected from said pages and the 
computations produce a fingerprint for each portion (column 7, lines 44-64 and column 
8, lines 6-9). 
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14. (Original) Regarding claim 13, Mott teaches wherein said specified portions are 
selected from the software stored in a memory of the device executing said software 
(column 10, lines 12-16, 22-24, 35-58). 

15. (Original) Regarding claim 14, Mott teaches wherein said specified portions are 
selected from the software stored in secondary memory of the device executing said 
software (column 10, lines 35-39, 41-53). [The device that Mott mentions contains 
multiple forms of memory.] 

16. (Original) Regarding claim 15, Mott teaches wherein the specified portions are 
basic blocks of programs (column 7, lines 44-64, column 13, lines 39-53 and column 14, 
lines 25-34). 

17. (Original) Regarding claim 16, Mott teaches wherein the computation involves 
only parts of said selected portions (column 13, lines 12-39, 44-53). [The "mathematical 
function" that Mott refers to can pertain to primarily the IDs of specific or "targeted" 
playback device(s).] 

18. (Original) Regarding claim 17, Mott teaches wherein said involved parts are 
operation codes (column 8, lines 42-47, 59-67, column 9, lines 28-33, 46-49, column 10, 
lines 37-39, 44-47 and column 12, lines 19-23). 

19. (Currently Amended) Regarding claim 18, Mott teaches wherein said involved 
parts are information in an audio signal (column 3, lines 60-66, column 4, lines 4-8, 64- 
67, column 5, lines 32-35, 40-46, column 6, lines 37-67, column 7, lines 1-4, column 10, 
lines 30-33 and column 15, lines 34-39). 
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20. (Original) Regarding claim 19, Mott teaches wherein said involved parts are 
information in a visual display (column 3, lines 30-34, column 5, lines 60-64, column 10, 
lines 33-35 and column 15, lines 34-39). 

21. (Original) Regarding claim 20, Mott teaches wherein the selected portion 
concerns the interaction between at least one user and the execution of software 
(column 15, lines 26-39, "preview", "selected", "played"). 

22. (Original) Regarding claim 21 , Mott teaches wherein the output to the 
computation is a sequence (column 11, lines 50-53, 60-67 and column 12, line 1). 

23. (Original) Regarding claim 22, Mott teaches wherein the computation is a hash 
function value of said portion (column 18, lines 55-67 and column 19, lines 1-11, 26-30). 

24. (Original) Regarding claim 23, Mott teaches wherein the hash function value is 
computed by polynomial fingerprinting (column 13, lines 41-44 and column 15, lines 15, 
16, 50-53). 

[It is understood by those skilled in the art that a cyclic redundancy check 
(CRC) is a type of hash function that can create a checksum. Sets of 
polynomials are used when conducting computations for CRCs.] 

25. (Original) Regarding claim 24, Mott teaches wherein the computation is a 
computation on an audio signal (column 6, lines 46-58 and column 18, lines 23-36, 61- 
65). 

26. (Original) Regarding claim 25, Mott teaches wherein the computation is a 
computation on a video stream (column 5, lines 60-64 and column 18, lines 23-36, 61- 
65). 
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27. (Original) Regarding claim 26, Mott teaches a method for identifying a first 

software comprising the steps of: 

storing previously created superfingerprints for at least one software 
(column 11, lines 60-67, column 12, lines 1-11 and column 14, lines 25- 
40, "library server"); 

executing said first software at least once (column 3, lines 16-22 and 
column 4, lines 22-28); 

selecting specified portions of at least one of said executing software and 
of the results of executing said software on each execution (column 6, 
lines 63-66, column 1 0, lines 62-67, column 1 1 , lines 1 -1 1 and column 1 5, 
lines 2-7,26-39); 

performing specified computations on said selected portions to obtain a 
collection of fingerprints (column 11, lines 33-46, column 12, lines 19-59, 
column 13, lines 12-14, 39-41 and column 14, lines 25-49); 
comparing said collection of fingerprints to said previously computed 
superfingerprint of at least one second software to determine whether 
there is an approximate match (column 2, lines 12-19, column 12, lines 
34-38, column 18, lines 23-36 and column 19, lines 18-36); 
declaring said first software to be the same as said second software if an 
approximate match is found (column 2, lines 12-19, column 18, lines 23- 
36 and column 19, lines 18-36). [The "playing" of the file indicates that a 
match has been found.] 
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28. (Original) Regarding claim 27, Mott teaches wherein said specified portions of 
said executing software and of said results of executing said software, are stored in a 
memory of a device executing said software (column 10, lines 12-16, 22-24, 35-58). 
[The device that Mott mentions contains multiple forms of memory.] 

29. (Original) Regarding claim 28, Mott teaches wherein said specified portions of at 
least one of said executing software and of said results of executing said software, are 
selected from recently accessed portions of the software stored in the memory of the 
device executing said software (column 6, lines 13-16, 41-43,63-67, column 7, lines 1- 
23, 56-62, column 8, lines 1-34, 57-67). 

[The "preview clips" that Mott discloses, which contain portions of data, 
are accessed prior to the accessing of the entire digital information file.] 

30. (Original) Regarding claim 29, Mott teaches wherein said specified components 
of said executing software are selected from portions of said executing software stored 
in secondary storage (column 10, lines 35-39, 41-53). [The device that Mott mentions 
contains multiple forms of memory.] 

31 . (Original) Regarding claim 30, Mott teaches wherein the portions of said 
executing software are selected while said software is sent from one device to another 
(column 4, lines 4-8, column 6, lines 37-41, 55-60, column 7, lines 5-7, column 8, lines 
13-16, 24-34, column 10, lines 27-33, 41-44 and column 11, lines 33-46). 

[While the selected data is being sent, the identifiers incorporated in the 
transmission verify whether or not the destination (client computer system) has 
proper authorization to use said data.] 
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32. (Original) Regarding claim 31 , Mott teaches wherein said portions of the results 
of execution of said software are selected from the output of the device executing said 
software (column 6, lines 34 and 35, column 9, lines 42-45, 58-61, column 10, lines 27- 
30, 33-35 and column 15, lines 34-39). 

33. (Original) Regarding claim 32, Mott teaches wherein said specified portions of at 
least one of said executing software and of the results of executing said software on a 
later execution are dependent on the results of an earlier approximate match (column 8, 
lines 9-16, 24-34, column 11, lines 8-25, 37-42 and column 17, lines 21-25). 

[Conducting an update would indicate that the software was initially able to 
be downloaded. There is already a trust between the client system and 
the library server, thus enabling a check of the system and, if necessary, 
to download any updated material to said system.] 

34. (Original) Regarding claim 33, Mott teaches wherein determining the 
approximate match comprises: determining whether the amount of said commonality 
between fingerprints of said first software and the fingerprints comprising said 
superfingerprint of said at least one second software exceeds a specified threshold in 
which case the first software is identified to be the same as the second software 
(column 11, lines 8-25, 37-42 and column 17, lines 21-25). 

[The "threshold" can be an indicator as to whether or not a current version 
of the software is on the client system (version number, different 
modification dates, etc.). After comparing the software on said client 
system with another source such as the library server, if the "threshold" 
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has been exceeded (obsolete version detected, software on server has a 
later modification date/etc), then the appropriate action is taken (such as 
downloading the update).] 

35. (Original) Regarding claim 34, Mott teaches wherein said specified threshold is 
exceeded only if the amount of commonality between said fingerprints of said first 
software and the fingerprints comprising said superfingerprint of said second software 
exceed the commonality between said fingerprints of said first software and the 
fingerprints comprising the superfingerprint of a third software (column 1 1 , lines 2-25, 
37-42 and column 17, lines 21-25). 

[Mott states that the downloading can occur "multiple times after an initial 
purchase". It can be interpreted that the first software is the "initial 
purchase", the second software can be the first update and the third 
software can possibly be a subsequent update.] 

36. (Original) Regarding claim 35, Mott teaches wherein the commonality between 
the fingerprints of said first software and said second software depends on the number 
of fingerprints that are the same in said two softwares with a weighting factor for each 
equal fingerprint (column column 18, lines 55-67 and column 19, lines 1-36). 

37. (Original) Regarding claim 36, Mott teaches wherein commonality further 
depends on the number of fingerprints that are different in said two softwares with a 
weighting factor for each unequal fingerprint (column 9, lines 14-39, column 10, lines 8- 
16, 35-45, column 11, lines 50-67, column 12, lines 1-11). 
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[Mott discloses that there is "unique verification sequence" for each server, 
system and device. Though the sequences are each "unique" from one 
another, they work in unison to conduct the necessary authorization 
procedure(s).] 

38. (Original) Regarding claim 37, Mott teaches wherein commonality further 
depends on the relative positions of the portions of Software from which at least two 
fingerprints are computed (Figures 2 and 7, column 16, lines 29-57). 

39. (Original) Regarding claim 38, Mott teaches wherein the specified computation 
involves only parts of said selected portions (column 13, lines 12-39, 44-53). [The 
"mathematical function" that Mott refers to can pertain to primarily the IDs of specific or 
"targeted" playback device(s).] 

40. (Original) Regarding claim 39, Mott teaches wherein said involved parts are 
operation codes (column 8, lines 42-47, 59-67, column 9, lines 28-33, 46-49, column 10, 
lines 37-39, 44-47 and column 12, lines 19-23). 

41 . (Original) Regarding claim 40, Mott teaches wherein said involved parts are 
information in an audio signal (column 3, lines 60-66, column 4, lines 4-8, 64-67, column 
5, lines 32-35, 40-46, column 6, lines 37-67, column 7, lines 1-4, column 10, lines 30-33 
and column 15, lines 34-39). 

42. (Original) Regarding claim 41 , Mott teaches wherein said involved parts are 
information in a visual display (column 3, lines 30-34, column 5, lines 60-64, column 10, 
lines 33-35 and column 15, lines 34-39). 



Application/Control Number: 10/815,985 Page 13 

Art Unit: 2131 

43. (Original) Regarding claim 42, Mott teaches wherein the selected portion 
concerns the interaction between at least one user and the execution of software 
(column 15, lines 26-39, "preview", "selected", "played"). 

44. (Original) Regarding claim 43, Mott teaches wherein the input to the computation 
is a sequence (column 11, lines 50-53, 60-67 and column 12, line 1). 

45. (Original) Regarding claim 44, Mott teaches wherein the input to the comparison 
is a collection of fingerprints each having an associated weight (column column 18, lines 
55-67 and column 19, lines 1-36). 

46. (Original) Regarding claim 45, Mott teaches wherein the computation is a hash 
function value of said portion (column 18, lines 55-67 and column 19, lines 1-11, 26-30). 

47. (Original) Regarding claim 46, Mott teaches wherein the hash function value is 
computed by polynomial fingerprinting (column 13, lines 41-44 and column 15, lines 15, 
16, 50-53). 

[It is understood by those skilled in the art that a cyclic redundancy check 
(CRC) is a type of hash function that can create a checksum. Sets of 
polynomials are used when conducting computations for CRCs.] 

48. (Original) Regarding claim 47, Mott teaches wherein the computation is a 
computation of an audio signal (column 6, lines 46-58 and column 18, lines 23-36, 61- 
65). 

49. (Original) Regarding claim 48, Mott teaches wherein the computation is a 
computation of a video stream (column 5, lines 60-64 and column 18, lines 23-36, 61- 
65). 
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50. (Original) Regarding claim 49, Mott teaches a method for identifying a software 

group of a first software comprising the steps of: 

storing previously created superfingerprints for at least one software group 
(column 11, lines 60-67, column 12, lines 1-11 and column 14, lines 25- 
40, "library server"); 

executing said first software at least once (column 3, lines 16-22 and 
column 4, lines 22-28); 

selecting specified portions of said executing first software and of the 
results of executing said first software on each execution (column 6, lines 
63-66, column 10, lines 62-67, column 11, lines 1-11 and column 15, lines 
2-7, 26-39); 

performing specified computations on said selected portions to obtain a 
collection of fingerprints (column 11, lines 33-46, column 12, lines 19-59, 
column 13, lines 12-14, 39-41 and column 14, lines 25-49); 
comparing said collection of fingerprints to said previously computed 
superfingerprint of at least one second software group to determine 
whether there is an approximate match (column 2, lines 12-19, column 12, 
lines 34-38, column 18, lines 23-36 and column 19, lines 18-36); 
declaring said first software to be a member of said second software 
group if an approximate match is found (column 2, lines 12-19, column 18, 
lines 23-36 and column 19, lines 18-36). [The "playing" of the file indicates 
that a match has been found ] 
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51 . (Currently Amended) Regarding claim 50, Mott teaches a method for identifying a 
software that is a member of a group of software comprising the steps of: 

storing previously created superfingerprints for at least one software group 

and for members of that group (column 11, lines 60-67, column 12, lines 

1-11 and column 14, lines 25-40, "library server"); 

executing said software at least once (column 3, lines 16-22 and column 

4, lines 22-28); 

selecting specified portions of said executing software and of the results of 
executing said software on each execution (column 6, lines 63-66, column 
10, lines 62-67, column 11, lines 1-11 and column 15, lines 2-7, 26-39); 
performing computations on said selected portions to obtain a collection of 
fingerprints (column 11, lines 33-46, column 12, lines 19-59, column 13, 
lines 12-14, 39-41 and column 14, lines 25-49); 
comparing said collection of fingerprints to said previously computed 
superfingerprint of at least one second software group and the 
superfingerprints of the members of said second software group to 
determine whether there is an approximate match with said group and at 
least one of said superfingerprints of said members of said group (column 
2, lines 12-19, column 12, lines 34-38, column 18, lines 23-36 and column 
19, lines 18-36); 

declaring said software to be the same as a particular member of said 
second software group if an approximate match is found (column 2, lines 
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12-19, column 18, lines 23-36 and column 19, lines 18-36). [The "playing" 
of the file indicates that a match has been found.] 
Response to Arguments 

52. Applicant's arguments, see page 10, filed 1/23/06, with respect to the objections 
of claims 18 and 50 have been fully considered and are persuasive. The objections of 
claims 18 and 50 have been withdrawn. 

53. Applicants arguments filed 1/23/06 have been fully considered but they are not 
persuasive. With regards to the argument that Mott fails to use superfingerprints, the 
examiner respectfully disagrees with this assumption. The digital signatures and 
identifiers, as disclosed by Mott, incorporate a technology with functionality akin to the 
superfingerprints that the applicant is claiming. 

54. Applicant's arguments filed 1/23/06 have been fully considered but they are not 
persuasive. In response to applicant's argument that the references fail to show certain 
features of applicant's invention, it is noted that the features upon which applicant relies 
(i.e., "the claimed technique for identification can detect software pirated form legitimate 
vendors, stripped of names, digital signatures, and other identifying appendages") are 
not recited in the rejected claim(s). Although the claims are interpreted in light of the 
specification, limitations from the specification are not read into the claims. See In re 
Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 

55. Applicant's arguments filed 1/23/06 have been fully considered but they are not 
persuasive. With regards to the argument that Mott's software identification approach 
does not identify software by executing the software, the examiner respectfully 
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disagrees with this assumption as well. Mott states "the private group ID is never sent 
through any communications link or network path, except during installation"(column 12, 
lines 59-62). This would be the specific execution (the installation process). Mott 
further states that in another embodiment the "group assignment process" could "take 
place sometime after group assignments have been downloaded to client system" 
(column 12, lines 66 and 67 and column 13, lines 1-3). Thus the process is being 
performed after the initial installation process. 

56. Applicant's arguments filed 1/23/06 have been fully considered but they are not 
persuasive. With regards to the argument that a Prima Facie Case of Anticipation, 
pertaining to claims 1, 26, 49 and 50, has not been made; the examiner maintains the 
grounds of rejection on said claims. 

Conclusion 

57. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

58. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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59. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

60. The following patents are cited to further show the state of the art with respect to 
detecting and identifying software, such as: 

U.S. Patent No. 5,646,997 to Barton, which is cited to show embedding 
authentication information into data blocks and creating digital signatures. 

U.S. Patent No. 5,926,624 to Katz et al., which is cited to show the authentication 
and transferring of secure data from a library system to a client system and mobile 
playback device. 

U.S. Patent No. 5,933,498 to Schneck et al., which is cited to show a method and 
device for controlling access to data. 

U.S. Patent No. 6,165,072 to Davis et al., which is cited to show verification of 
data transactions over a network. 

United States Patent No. 5,483,658 to Grube et al., which is cited to show 
detection of unauthorized use of software applications in processing devices. 

United States Patent No. 5,132,992 to Yurt et al., which is cited to show the 
transmission and receiving of audio and video information. 

61 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeremiah Avery whose telephone number is (571) 272- 
8627. The examiner can normally be reached on Monday thru Friday 8:30am-5pm. 
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62. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

63. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




JLA 




